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Lessons Drawn from Years of Securing Industrial Systems and Critical Operations
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The company is a global energy technology leader

€40 billion
2025 revenues (+8.9%)

160,000
Employees in over 100 countries

Key figures for 2025

4 end markets with global impact

3 megatrends are 
transforming our world
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Andre SHORI, APAC Cybersecurity VP and CISO 

Andre is the Asia Pacific Cybersecurity Vice President and Chief Information Security Officer at 
Schneider Electric, leading the region’s IT and OT cybersecurity programs. In this role, he is responsible 
for implementing and enhancing cybersecurity initiatives across diverse markets. His mission remains 
centred on strengthening cyber relationships with customers, national authorities, partners, and 
employees alike.

With over 30 years of cybersecurity experience, Andre combines deep technical expertise with strong 
leadership across complex, multinational environments. Beyond his role at Schneider Electric, Andre 
actively contributes to the cybersecurity community as a Vice President of the Association of 
Information Security Professionals (AiSP).
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CISOs face an intractable problem: increasingly numerous risks but scarce 
resources

How do we secure critical infrastructure holistically amid rising 
complexity, without diluting focus?

THREATS & 
MOTIVATIONS1

TECHNOLOGICAL 
SHIFTS

ECOSYSTEM 
COMPLEXITY 

2

3

Ransomware disrupting 

operations

Targeted attacks on OT 

systems

Supply chain compromise

Hyper-connectivity of 

industrial assets

Safety and downtime risks

Multi-vendor architectures

Long & opaque supply chains

Growing dependency on 

third-party maintenance
Cross-sector 

interdependencies
Increasing regulatory 

expectations

IT/OT convergence
Smart grids & distributed 

energy
Industrial IoT expansion

Remote operations & 
automation

Cloud-enabled industrial 
services
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Adopting a holistic and actionable approach to protect critical infrastructure
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Between cyber and industrial teams: cybersecurity ownership in plants with cyber 
site leaders (CSLs)

2. Reporting line 
CSL is responsible for the cybersecurity of 
the plant as this role necessitates seniority 
and reports to the plant manager

6. Continuous Compliance
CSL ensures continuous compliance with 
IEC62443 for new manufacturing means

4. Performance monitoring and 
reporting
CSL receives reporting of continuous 
detection of anomalies during operations

3. Shopfloor education
CSL takes the role of proactive 

education of shopfloor employees 

5. Cyber Hygiene 
CSL implements patching 

campaigns for all assets with 
proper inventories 

1. Formalized position
CSL is a formalized job with a 
dedicated job code within the 
organization

200+
Cyber site 

leaders
Worldwide
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Aligning upfront on how to secure the industrial environment
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4,77 cm

Integrating operational workflows for a better alignment between cyber and 
industrial requirements

Monitoring & EvaluationVisibility & Detection Patching & Maintenance
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By establishing a critical link between the SOC and the industrial field, IT and OT are brought 
together to operate as one during any incident
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From theory to practice: carrying out cyber crisis simulations to test capacities and resilience
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We need to build resilience through some common guidelines and by speaking the 
same language
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Addressing the cybersecurity talent gap with a tight collaboration between 
education and industry
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Final 
Thoughts
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THANK YOU


